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AWelcome!

ATh anks o Luke & FrazerNash Consultancy
. . Objectives « Networking — Connect and develop networks across diverse academic, industry, and

ANW LG Chair* / Committee goermet e p )

« Professional Development — Enhance knowledge, skills, and experience through delivery /
-
|l denti fy & ca

participation in interactive presentations, workshops, peer coaching, and mentoring
+ Advocacy — Promote and enable regional awareness and adoption of INCOSE UK and Systems
o Organisations
o Roles & Interests
0)

= To connect and develop systems engineering professionals and practise within North West, UK
(Cheshire, Cumbria, Greater Manchester, Lancashire and Merseyside)

« Quarterly in-person meetings

« Hosted and facilitated by Chair / Group Committee Organisations

Scheduling of meetings within working hours to accomedate regional travel and pre [ post
meeting networking

Engineering (perspective, process, and profession) through extended industry / academia /

o Affiliations

AGroup round -up to follow
o Elaboration / engagement on above

AAgenda follows

* RB apologies (attending Institute for Continuous Improvement in the Public Sector Conference in York)

Standing 2 hr agenda (Intro, Systems Share, INCOSE brief, Group round-up, Microteach, Case Study, Review &
Close Qut)

Open to INCOSE UK members and non-members

Upload of Chair-Committee Meeting (CCM) and regular local group meeting inputs / outputs to
documents library.

Operation and govemnance per INCOSE UK NW Local Group Charter

T
FRAZER-NASH

Connecting and Developing Systems Engineering Professionals and Practice
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Introduction (2/2) ... o

1) Introduction

2) Systems Share
3) INCOSE Brief
4) Group roundup

Comfort break
5) Microteach

6) Case Study

7) Review / Close out

INCOSEUK/LG/NW/MTG -004
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Welcome, agenda, people, organisations, roles, interests
Use Systems Thinking tool(s) to understand topical issue(s)
Summary announcements, opportunities, products, events

Roundroom summary of practise / professional
development activities, flagging give / get opportunities.

Summary education / practical session addressing key
systems concept, approach, method, or tool.

Focussed presentation / discussion of industry experience
(context, approach, results, significance, key learning).

Group reflection on meeting effectiveness prompts

Connecting and Developing Systems Engineering Professionals and Practige
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Systems Share (1/3)

AExplore topical issue using Systems Thinking tools & prompts

AHelping us to make sense of contemporary matters
ALearning how to capture and communicate related aspects

ATopic: Crowdstrike|T Outage
. g . . . Vi .ﬁ. ti n F n ['V\_
ATool: Verification & Validation a product meets s purar Sind bether

ensuring that each component
and
feature works as intedeZd "

Validation s concerned with evaluatin

whether the product fulfils its |
ils rts
use and customer needs intended

Sean Barlow John Caulfield
INCOSE UK NW LG Committee Area Engineering Manager

Nuclear Waste Services Ltd Cavendish Nuclear Ltd

Connecting and Developing Systems Engineering Professionals and Practice
across Cheshire, Cumbria, Greater Manchester, Lancashire and I\/Ierseysfde

INCOSEUK/LG/NW/MTG -004 16/10/2024



Systems Share

What happenedé

A On July 19th 2024, CrowdStrike distributed a faulty update to its
Falcon Sensor Security software used predominantly on MS
Windows computers to carry out threat detection

A Approximately 8.5 million systems crashed worldwide and were
unable to properly reboot

A 1t is the largest outage in the history of IT

A Banks, airlines, airports, hotels, GP surgeries, hospitals, stock
markets, broadcast companies, government services and
emergency services were all affected

A Worldwide financial damage estimated to be at least US$10 billion

A Crowdstrike has been sued by several companies because of the
outage including Delta Airlines

A 1t has caused untold reputational damage to the company

Your device ran into a problem and needs to restart
We're just collecting some error info, and then we'll

restart for you
45% complete
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Risk briefing: how risk managers should react to the Microsoft

[ Crowdstrike outage | Analysis | Strategic Risk Global
(strateqicrisk-global.com)



https://www.strategic-risk-global.com/cyber-/-technology-risks/risk-briefing-how-risk-managers-should-react-to-the-microsoft-/-crowdstrike-outage/1452507.article
https://www.strategic-risk-global.com/cyber-/-technology-risks/risk-briefing-how-risk-managers-should-react-to-the-microsoft-/-crowdstrike-outage/1452507.article
https://www.strategic-risk-global.com/cyber-/-technology-risks/risk-briefing-how-risk-managers-should-react-to-the-microsoft-/-crowdstrike-outage/1452507.article
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Systems Share (3/3)
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Veri fication & Validati onéeé

A Although Crowdstrike has a V&V Process there were @ e s s e
several flaws in it b ,

A In manual tests only valid data was tested

A In the source code testing, no exceptional or error
conditions were tested

A Regression tests for compatibility with older data
formats were not conducted

A There were no staggered roll-outs, the update was Design Inputs Design Outputs
d istri b uted to al I Cu Sto m e rS Si m u |tan eo us |y’ eve n Adapted from Ryan, M. J.; Wheatcraft, LS., “On the Use of the Terms Verification and Validation”, February 2017 and INCOSE SE HB, Version 4, Figures 4.15 &4.19
critical infrastructure was not specially treated

Connecting and Developing Systems Engineering Professionals and Practice
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Group Round -Up (1/2)

Alnformal discussion exploring  varied roles, interests, affiliations.

ARound -room summary of network activities & updates de.g.
Industry / org developments, practise observations, professional

development, outreach etc.
AThink: What? So What? Now What?

ACapture: Successes, Opportunities, Ideas

e ddplaly e ,d
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Connecting and Developing Systems Engineering Professionals and Practice
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Group Round -Up sl

A NW LG Leadership Opportunities 8 Per Charter, nominations will be invited early in 2025 from
existing Committee (to succeed RB as Chair) and from INCOSE membership for x1 additional
Committee member.

A INCOSE NRM Fundamentals & RB proposal to RWG (seeecording) to help general accessibility
of concepts and application prompts presented in the INCOSE RWG Needs and Requirements
Manual. Kick-off meeting held 08/10/2024 (inc. expectations and assignments for development).

Recognises the distinction, relationships, and importance of life cycle concepts, needs and requirements

Recognises the distinction, relationships, and importance of verification and validation

Recognises the importance of, and key-enablers to, an integrated, collaborative project team

Recognises the importance and key-enablers to effective communications

Recognise the distinction of, and paired approaches required for, green field and brown field systems

Recognises the importance of, and key-enablers for, avoiding technical debt

Recognises the value of, and key enablers for, implementing an information-based needs and requirements definition and management (I-NRDM) approach
Recognises the dynamic context of concepts, needs, and requirements management

. v
P . Recognises the importance of, and key enablers for, identifying, engaging, and managing life cycle stakeholders
‘ I 10. Recognises the importance of defining and managing systems context and associated interfaces
g \ / | =6 ; 11. Recognises the value and application of functional analysis
12.

Recognises the importance and key-enablers for effective Needs, Requirements, Verification, and Validation Management (NRVVM) planning

INCOSE —
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A SeeINCOSE UKand INCOSE globalwebsites for more opportunities to get involved



https://incoseuk.org/Normal_Files/DownloadFile?FPATH=vOOp23mOhetDqZf6FrUGN7M6t5bs8Iqs7EPWUNS9inBKlFSPgCiOoTEiLDfhA7wRLEVE6de8pLbt0t7NLn82u3IgiCv92i6w8HG87QaRfYTAFq5+HXgDu76S5YqflMfSIASZZgv7e/ncbZ/8f1Wi3w==
https://www.incose.org/videos/default-source/rwg-videos/inet-page-videos/rob_blackneedsrqmtsfundamentalflipcardis2024070524.mp4?sfvrsn=1c6b48c7_2
https://incoseuk.org/Normal_Files/Home
https://www.incose.org/

INCOSE Brief

A Summary announcements, opportunities, products, events
A Headlines via ePreview/ Insight / UKAB

o 30 year anniversary of INCOSE UK28/09/94 & 60+ industry, university and MoD representatives met at the Royal Military College of

Science, Shrivenham, for inaugural meeting and foundation of NCOSE UK Chapter)
o 14" Annual Systems Engineering Conference ASE85-6 November, 2024, EICC Edinburgh International Conference Centre)

o0 Election nominations confirmed:
o INCOSE UK President Elect Hazel Woodcock (SEMP Lid)
o Outreach Director 6 Tim Rabbets(QinetiQ plc)

IfSEtransition activities continuing (I'T and membership systems, policies etc)
New Dondé6t Pani c Searabless ASPaiidiacartliiectarsiollowing)

o] Absolute Beginners Guide to Systems Thinking

o] Absolute Beginners Guide to Agile

A Upcoming

Leonardo Tech Talk- Radar and Advanced Targeting(24/10/24)

INCOSE Webinar 177: Traceability The Treads That Link SE Artifacts Together Across the Lifecycl@6/11/24)
Professional Registration Webinar(13/11/24)

INCOSE UK MBSE interest group Virtual meeting28/11/24)

INCOSE IW 20253 Seville, Spain(01-04/02/25)

A Watch / Listen / Read

0 INCOSE UKCase Studies on Professional Registration, Certification, Volounteering etc; Z® MBSE update)
0 INCOSENew Strategic Plan, Calling all Systems, Interviews)

O O O o o

A Profession & 1614 members 262 ASEPL16 CSEP 6 £ 557 66 CEng8 IEng 3 EngTech

INCOSEUK/LG/NW/MTG -004 16/10/2024
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Institute for
%W SE Systems Engineering

, 30 Year Anniversary l 2024
...... .
Systems Thinking is a recognised key competency that helps Systems

Engineers to understand and address broad socio-technical challenges.
Academia, industry, governments, international bodies, and non-profit
organisations also promote its power to help frame and tame complex connected
issues across life and society. Still many may be wondering how, where, when,
and why it might be applied to their respective c
shows how Systems Thinking can help us to:

A identify and characterise complex problem or opportunity scenarios;

A recognise, relate, and engage extended interests in order to make more
informed decisions;

A select and use appropriate systems concepts and methods to make,
manage, implement, and monitor those decisions more effectively.

The book introduces key concepts, application prompts, references, and
development resources with particular emphasis on real-world practice. It also
aims to provide a springboard for more advanced students and practitioners of
Systems Engineering to undertake further investigation and personal
development.

Connecting and Developing Systems Engineering Professionals and Practice

across Cheshire, Cumbria, Greater Manchester, Lancashire and I\/Ierseys?de



https://www.asec2024.org.uk/

yre
INCOSEUK

North West

\

Wl

\Q e:.u. .
Nt

Comfort break

~5 mins

Connecting and Developing Systems Engineering Professionals and Practlige
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Microteach (1/7) ‘*
ASummary education / practical session addressing key systems

concept, approach, method, or tool.

AApproach / Tool: Throughput, Reliability, Availability, and
Maintainability ( T-RAM Engineering

ASpeaker: Stephen Moore(Sellafield [id)

Reliability Maintainability Availability Throughput

Abltvf system to be P hbltytht ytm ing rate of
repaired and restor dt
rcewhnmat ce
onducted. Thus, th

be

wuigt p r/ hr. Th

operation, men
Stephen Moore for a stated period.
TRAMLead
Sellafield Ltd

Connecting and Developing Systems Engineering Professionals and Practice
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Introduction (2/7)

AAbout me & BSc (Hons), MSc (ResearchMSaRS ASEP MINCOSE,
Principal Engineer, Sellafield Ltd

AAgenda:
AWhat is T-RAM
AT-RAMEé hutshel
AApplying the T-RAM process
AProposed T-RAM Input-Process Output (IPO) Diagram
AGroup Discussion & Reflections

Connecting and Developing Systems Engineering Professionals and Practice

INCOSEUKAG/INW/MTG -004  16/10/2024 across Cheshire, Cumbria, Greater Manchester, Lancashire and I\/Iersey%?de
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What is T-RAM? (3/7)

Wa e
o)
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A T-RAM is a structured multayered pragmatic approach to building a
performance and dependability Cagfgns with BSEN 60300, dependability standards)

AQ) What do these 4 words mean to you ?

Throughput Reliability Avallability Maintainability

AReflection and discussion

Connecting and Developing Systems Engineering Professionals and Practlige

INCOSEUK/LG/NW/MTG -004
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T-RAMé in a AUVt shel |'§:§§SE?K
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AA structured pragmatic approach to ensure that engineered systems meet defined
performance, reliability, availability, and maintainability requirements.

AThroughput being the maindrivertor educe ORI SK©O §
Reliability Maintainability Avallability 9 Throughput
C
Product / machine Ability ofa systemto be Probability that a system, A processing rate of
performance over time. repaired and restored to when used under stated widgets per / hr. The
The ability of a system to service when maintenance conditions, will operate primary means of reducing
perform as designed, is conducted. Thus, the satisfactorily at any point legacy risk.
without failure, in an ability of a system to be in time as required (i.e.
operational environment maintained Maintenance the system is ready when
for a stated period. IS the series of actions needed)

taken to restore a system.

Connecting and Developing Systems Engineering Professionals and Practlige
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Applying the T -RAM Process (5/7)
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